ATTORNEY PROFESSIONALISM FORUM

To the Forum:
[ just received a tablet device for my
birthday. I not only use my tablet
for personal reasons (i.e., surfing the
Web, accessing my accounts on vari-
ous social media websites, watching
movies, as well as sending and receiv-
ing personal emails with family and
friends) but I recently found that I
can use my tablet for work related to
my legal practice. The tablet allows
me access to almost all of the same
applications I use in the office (email,
word processing programs, discovery
and legal research software, billing
systems, etc.) and | can access these
applications (as well as most Internet
websites and apps) through either a
cellular data network or by way of
accessing a wireless Internet hotspot.
Most of the wireless hotspots 1've
accessed allow me to instantly connect
to a wireless signal with the click of
a few buttons. However, I am never
asked to enter a password to access
these various hotspots. I have recently
read that cyber attacks are increasing
at a disturbing rate and such activity
oftentimes occurs through hacking
over public wireless networks.

[ want to act professionally and in
a manner consistent with my ethical
responsibilities to both my clients and
opposing counsel. Are there certain
obligations that I must abide by when
using a mobile device for work-related
purposes, especially with respect to
accessing, transmitting and receiving
confidential information through the
device? How many passwords should
[ have on my device to make sure it is
protected from unauthorized access?
Am [ obligated to stay informed of
technological developments relating to
the use of mobile devices? Last, am
[ required to set forth in the engage-
ment letter with potential clients a
stated protocol for the use of electronic
communications in connection with a
representation?

Sincerely,

Tech Geek

Dear Tech Geek:

At the risk of sounding like a couple
of “techies,” before we can address the
issue of your professional responsibil-
ity here and the various ethical obliga-
tions associated with the use of mobile
devices, it is important to have an
understanding of how mobile technol-
ogy is being utilized as part of current
legal practice. Mobile devices and apps
have become an integral part of prac-
ticing law. They allow you to be away
from your physical office even when
vou need access to various electronic
resources. In essence, mobile devices
and apps allow your office to almost
always be with you. Mobile devices
allow us not only to have access to our
work emails and voicemails but they
have become convenient tools to access
most if notall of the computer network
applications that you would find on
your office system. Examples include:
document management systems, pro-
ductivity applications (such as word
processing, spreadsheet and presen-
tation creation programs), discovery
database programs, billing software
and Internet work voicemail.

The state and federal courts in New
York have embraced the use of mobile
technology. Indeed, beginning in 20086,
the New York State Office of Court
Administration began installing free
wireless Internet access in a number
of New York state courthouses. As for
their federal counterparts, in 2010, by
Standing Order M10-468, the United
States District Court for the Southern
District of New York gave attorneys
admitted to practice in the Southern
District the opportunity to apply for a
service pass which would enable them
to bring one electronic device with
them at a time into any of the court-
houses in the district. Previously, all
attorneys were required to turn over
any and all electronic devices in their
possession to security personnel before
entering any of the courthouses in the
Southern District of New York. How-
ever, the service pass program does not
authorize attorneys to carry laptops
into courtrooms and attorneys with

service passes must request permis-
sion from individual judges to bring a
laptop to court.

Another advantage of mobile tech-
nology is that it allows an attorney
to conduct legal research and back-
ground searches almost instantly.
Research database programs can be
easily accessed in court from a mobile
device either through a mobile web
browser or through apps that many
of the players in the research database
industry have developed for use on
both smartphones and tablets. More-
over, one can research prospective
jurors while in court as jury selection
unfolds. See Robert B. Gibson and Jesse
D. Capell, Researching [urors on the
Internet — Ethical Implications, New York
State Bar Association [ournal, Novem-
ber /December 2012, Vol. 84, No. 9.

S0 where are the dangers? One of
the most prevalent threats faced by
those using mobile technology is the
chance of physical access by unauthor-
ized users. Almost everyone has either
lost or had a device stolen. Lost or
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stolen devices are easily susceptible to
access by a third party depending on
what security measures are installed on
the device, even though many devices
contain a PIN (personal identification
number) that if not entered correctly
after multiple attempts will lock the
device from access for a given period of
time. Another threat to mobile device
users comes from unauthorized hackers
who access data exchanged over unse-
cured wireless networks. Your mobile
device is at risk for unauthorized access
if no encryptions are set for either the
device or the network that the device is
running on. See Vincent |. Syracuse and
Amy S. Beard, Atterney Professionalism
Forum, New York State Bar Association
[ournal, February 2012, Vol. 84, No. 2. See
also State Bar of Calif. Standing Comm.
on Prof. Resp. and Conduct Formal Op.
No. 2010-179 (2010) (discusses various
factors that attorneys should consider
when accessing potentially unsecured
wireless networks).

Turning to your first question, there
are a number of ethical obligations
the
devices and the duties arising with

associated with use of mobile
regards to preserving confidentiality.
Rule 1.1 of the New York Rules of Pro-
fessional Conduct (RPC) establishes
our ethical obligation to provide com-
petent representation. This includes
understanding how technologies are
utilized in connection with a given
representation and suggests that attor-
neys should be intimately familiar
with those technologies.

Rule 1.6 of the RPC prohibits dis-
closure of confidential client infor-
mation without the client’s informed
consent. Specifically, Rule 1.6(a) of the
RPC states that “[a] lawyer shall not
knowingly reveal confidential informa-
tion, as defined in this Rule, or use
such information to the disadvantage
of a client or for the advantage of the
lawyer or a third person . .. .” (empha-
sis added). As defined by the RPC,
confidential information “consists of
information gained during or relating
to the representation of a client, what-
ever its source, that is (a) protected by
the attorney-client privilege, (b) likely
to be embarrassing or detrimental to
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the client if disclosed, or {¢) information
that the client has requested be kept
confidential” but “does not ordinarily
include (i) a lawyer’s legal knowledge
or legal research or (ii) information that
is generally known in the local com-
munity or in the trade, field or profes-
sion to which the information relates.”
Id. Rule 1.6(c) states that “[a] lawver
shall exercise reasonable care to prevent
the lawyer’s employees, associates, and
others whose services are utilized by
the lawyer from disclosing or using
confidential information of a client,
except that a lawyer may reveal the
information permitted to be disclosed
by paragraph (b) [of Rule 1.6] through
an employee.”

The Comments to Rule 1.6 also offer
guidance on an attorney s duty to pre-
serve and protect confidential informa-
tion. Comment [16] to Rule 1.6 of the
RPC states:

Paragraph (c) [of Rule 1.6 of the

RPC] requires a lawyer to exercise

reasonable care to prevent disclo-

sure of information related to the

representation by employees, asso-

ciates and others whose services
are utlized in connection with the
representation. See also Rules 1.1,
5.1 and 5.3. However, a lawyer may
reveal the information permitted to
be disclosed by this Rule through

an employee.

Furthermore, Comment [17] to Rule
1.6 of the RPC provides:
When transmitting a communica-
tion that includes information relat-
ing to the representation of a client,
the lawyer must take reasonable
precautions to prevent the informa-
tion from coming into the hands of
unintended recipients. This duty
does not require that the lawyer
use special security measures if the
method of communication affords
a reasonable expectation of privacy.
Special circumstances, however,
may warrant special precautions.
Factors to be considered in deter-
mining the reasonableness of the
lawyer's expectation of confiden-

tiality include the sensitivity of the

information and the extent to which
the privacy of the communication
is protected by law or by a confi-
dentiality agreement. A client may
require the lawver to use a means
of communication or security mea-
sures not required by this Rule,
or may give informed consent (as
in an engagement letter or similar
document) to the use of means or
measures that would otherwise be
prohibited by this Rule.

.

Both Comments [16] and [17] are
highly relevant, especially in situations
where an attorney supervises those
handling confidential and sensitive
information on his or her behalf (ie.,
document service providers, informa-
tion technology (IT) staff, electronic
discovery consultants, as well as con-
tract or temporary attorneys). In addi-
tion, Comment [17] provides guidance
as to how an attorney should utilize
mobile devices when accessing con-
fidential information. For example, it
might not be a good idea for an attor-
ney to check work email or document
servers on a mobile device when using
an unsecured wireless network. The
use of an unsecured wireless network
creates an increased risk that confiden-
tial information viewed on the device
could come into the hands of an unin-
tended recipient by way of hacking or
improperly accessing data exchanged
over that particular unsecured net-
work. Even prior to the enactment
of the RPC, an opinion published by
the New York State Bar Association
(NYSBA) Committee on Professional
Ethics found that “[lJawyers have a
duty under DR 4-101 [the former Code
of Professional Responsibility] to use
reasonable care when transmitting
documents by e-mail to prevent the
disclosure of metadata containing cli-
ent confidences or secrets.” See N.Y.
State Bar Op. 782 (2004).

With the constant advances in tech-
nology, we would suggest the follow-
ing best practices for the use of mobile
devices in your legal practice. First, if
vou have an [T staff at your firm, you
should get to know them and make
them your best friends. Or if you are



at a smaller firm, be sure to develop
a close working relationship with any
third-party IT vendors that may be
hired to manage the firm’s computer
systems. Second, be competent in the
areas of mobile technology usage. Last,
and in direct response to your question,
attorneys must keep pace with the ever-
changing technological developments
in mobile technology usage, and in
particular, data security. See N.Y. State
Bar Op. 842 (2010).

You should also be cautious when
accessing wireless networks with a
mobile device because it carries the
risk of allowing others unauthorized
to confidential information.
Some things to take into consider-
ation include knowing what security
measures are in place, the sensitivity
of the information, how the poten-

access

informa-
tion would affect the client, and the
urgency to have access to a potentially

tial dissemination of such

unsecure wireless network based on
the circumstances at issue, and client
preference with regard to what forms
of communication should be used.
See, e.q., State Bar of Calif. Formal Op.
No. 2010-179. Very often, the poten-
tial for hacking or gaining improper
access to data is far greater over a
public wireless network than through
the device’s usual operating network
(i.e., the 3G or 4G carrier network in
which the device is normally operat-
ing or a secured and encrypted wire-
less network).

The factors set forth in the California
Ethics Opinion are highly instructive
for our modern and often virtual legal
workplace, especially since Internet
access has become so far-reaching that
many airlines now allow passengers
the ability to access their offices when
in flight. Let's say for example that a
lawyer is on a nonstop flight from New
York to the Far East, and her client
emails her requesting that she include,
as part of a previously planned elec-
tronic court filing, a number of confi-
cential documents under seal. Before
she left for the airport, the lawyer had
planned to have a colleague in her office
transmit the electronic filing to the court
while she was in flight since the filing

deadline was to occur sometime when
her plane was over the middle of the
Pacific Ocean. Because of this request,
however, the confidential documents
in question must be emailed back
and forth between the lawyer, the
client and the lawyer’s office during
the flight. The lawyer did not have
to enter any encryption passwords
to access the plane’s wireless net-
work. An enterprising fellow passen-
ger is somehow able to gain access
to the lawyer’s confidential commu-
nications (which include attachments
consisting of the aforementioned con-
fidential documents). Would that law-
ver be protected because the urgency
of the situation required her to access
a potentially unsecured wireless net-
work to meet a court deadline?

The opinion out of California sug-
gests that, under these circumstances,
accessing such a network may be
permissible since a court filing dead-
line was imminent. That being said,
absent a true emergency, why take
the risk? Although many of us often
act as if everything can wait until the
eleventh hour, our clients deserve bet-
ter. Attorneys should be forewarned
not to leave such sensitive matters to
the last minute, especially when their
only option is to transmit confidential
information over a network with little
or no security. In addition, attorneys
should be cautioned that unfamiliar
wireless networks carry with them
the risk that data exchanged on such
networks could be breached.

[t should be the basic rule of every
law office that every mobile device used
for work-related purposes contain pass-
word -protections, perhaps even utiliz-
ing multiple passwords throughout the
device in question in order to access
any confidential information contained
therein. Confidential information may
be included not only in email communi-
cations but also any documents located
on a work server which can be accessed
on the device. If you are at a firm and
are permitted to use a personal mobile
device for work purposes, make sure
to follow all policies instituted by your
firm as to the use of such device when
handling confidential information.

Your last question asks whether you
must set forth in the engagement letter
with potential clients a stated protocol
for the use of electronic communica-
tions in connection with a representa-
tion. We highly recommend making use
of such protocol since email communi-
cations with clients have been and are
an integral part of the attorney-client
relationship. In our view, client engage-
ment letters should include language
disclosing the risks and confirming the
client’s consent to the use of electronic
and mobile communications during the
representation. Some sample language
could include the following:

[n the course of our representation
of our clients, we have a duty ©
preserve the confidentiality of our
communications with our clients
and other information relating to
the representation. We need o
recognize that all means of com-
munication are, to some degree,
susceptible to misdirection, delay
or interception. Email and cel-
lular telephone communications
present special risks of inadver-
tent disclosure. However, because
of the countervailing speed, effi-
ciency, and convenience of these
methods of communication, we
have adopted them as part of the
normal course of our operations.
Unless instructed in writing to the
contrary, we will assume that our
clients consent to our use of email
and cell phone communications
in the course of our engagement.

Mobile device usage has completely
altered the way we practice law and
communicate with our clients. How-
ever, as with any emerging technology,
one must always ftake all necessary
precautions, especially when it comes
to preventing confidential information
from ending up in the hands of unin-
tendled recipients.

Sincerely,

The Forum by

Vincent |. Syracuse, Esq.,

and Matthew R. Maron, Esq.,

Tannenbaum Helpern Syracuse

& Hirschtritt LLP

CONTINUED ON PAGE 52
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CONTINUED FROM PAGE 51

QUESTION FOR THE NEXT

ATTORNEY PROFESSIONALISM
FORUM:

I have found that accessing vari-

ous forms of social media has become
a highly useftul tool in my practice.

However, | want to know if there are
limits as to how Facebook, Twitter,
LinkedIn and the like can be used in
connection with handling my various
client matters. For example, what are
the recommended methods for con-
ducting research on adverse witnesses
or potential jurors through the use of

social media? What other electronic
means can be utilized to conduct such
research? Most important, what ethical
obligations come into play when one
uses social media in these contexts?
Sincerely,
[. Tweet
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